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NITED STATES COURT OF APPEALS
FOR THE SECOND CIRCUIT

Docket Nos. 03-40783{L}, C4-1131{CON)J, C4-31796 (CON)

ARSHAD CHCWDHURY,
Petitioner,
— v. Bl
TRANSPORTATION 3ECURITY ADMIMISTRATION,
DEPARTMENT Of HOMELAND SECURITY,
AND UNITRD STATES O AMZRICA,

Res ents,

BRIEF FOR RESPONDENTS

Praliminary Statemant

Petitioner Arshad Chowdhury {(“Chowdhury”) seeks access to
numcrous documents relating o aviation security policies and
procedures in order to help him in litigating his separate
private lawsuit against Northwest Airlines vending ir federal
court in the Northern District of California. In three Tinal
Orders, the Transportation Security Administration (“TSA” or
“agency”) determined that, because of the overwhelming and
obvicus public intcrest in protecting the “raveling public, the
materizls sought by Thowdhury constitute “sensi-ive Security

information® (“SSI”) that cannot be disclosed to a private civil



Piaintiff or his counse!, even pursuart to a protective order.
(JA 42-108, 221-352, 401-61i2).*

In these consolidated petitions for review, Chowchury
chellenges TSA’s declisions and asks tais Court to order the
agency to disclose Tt him this sensitive aviation security
material for use in his lawsuit againss Northwest Airlines. But
Cengress has exprcsasly granted TSA the authority to determine
when disclosures of irformation about zviation security would be
detrimental to public safety, and has made clear by statute thatl
such materials erc to be protected from disclosure. Sce 49
U.8.C2. & 114 (51 {1} {C). Mcreover, the district court in
Chowdhury’s action has examined tne disputed material ex _parte
ard in camera, and nhas made clear that it will not assist
Chowdhury in provirng his case against the airiine.

Thus, in relfusing o disclese the information Chowdhury
seeks here, TSA acted fully within its authority. ‘Chowdhury’s
requesl for this Ccurt to cverride the determinations made by the
expert agency entrusted by Congress with Lhe grave responsibility

to protect transportation security should be denied.

.

Rcterences to “JA " are to pages of the Jcint
Appendix filed by Chowdhury.



Jurisdictional Statement
Tris Courl has “urisdiction over Chowdhury’s petitions foar
review. Sce 49 U.5.C. § 46110(a} (stating that “a person
disclesing a substantial interest in ar order issued . . . under
+o+ .« 149 U.5.C. § 114(s) ] may apply for review of the order by
filirng a petition for reviaw” in an appropriate cour:t of
appeals;; Pubk. L. No. 108-176, § 228, 117 Stat. 2490, 2532 (2003)
(amending Seclion 46110 to provide explicitly that the exclusive
jurisdictior. ¢f the court of avpeals extends to administrative
determinations made pursuant to Secticn 114(s})). Chowdhury
resides and works in New York City, Petitioner’s Opening Brief
{"Br.”} at 1, and thus properly fi_ed his petitions for review in
this Court. See 49 U.S5.C. § 46110(a) (limiting jurisdictior over
a petition for review to “the United States Court of Appeals for
the District of Celumbia Circuit or . . . the court of appeals of
the United States for the circuit in which the person resides or
has its principal place of business”),
Issues Presented for Review
1. Whether T3A, the agency charged by Congress with

rotecting transpeortation security by prohibiting disclosure of
$8I, may bar disclosure of SSI to civil litigants and their
attorneys, where TSA has determined that such disclosure would

present an unacceptable risk to Lransportation security.



2, Whether TSA’s expert judgrent that disclosure of SS1 in
civil Zitigatior would te detrimertal to the security of
transpecrtation is committed to agency discretion by Zaw, 2r, in
any evenl, whether T3A's discretionary determination shculd be
upheld because it is amply supported by the record and entitled
To deference.

3. Whether the Firal Orders barring Chewdhury and his
coursel from cobtainirg SSI in the cortext of his private civil
ritigation deprived him of a constitutionally vretected property
intecrest without due process of law,

Statement of Facts
A, Sensitive Security Information (85I}
1. TSA’s Statutory Authority to Regulate $SI

LS

Since 1974, Congrcss has limited disclosure of any
information obtained or developed in the conduct of security or
research and development activities, . . . 1f . . . disclgsure

. would be detrimen%tal tc the safety of persons traveling in

alr transportation.’” DPublic Citizen, Ing, wv. FAA, 988 F.2d 186,

183 (D.C. Cir. 1993) (gucting 49 U.5.C. § 1357(d) (2) (C), now
codified at 49 U.S.C. §§ 114(s) (1) (C), 40119{b) (1) (C))
(alterations in original). For many years, the Federal Aviaticn
Adrinistration (“FAA®) enforced this statutory directive. See

id.



Following the Lragic events of Sepzember 11, 2001, Congress
sought to improve the security of tae narion’s c¢ivil aviarion
system. The legislature enacted the Aviation ancd Transportation
Security Act (“ATSR”), which created TSR and charged it with
cversight of the nation’s civil aviaticn security system. See
Pub. L. Mc. 107-71, § 0%, 115 Sta:. 597, 597-&0<4 (2001).
Corgress subsequencly transferred TSA to the newly created U.5.
Department of Homeland Security, whose primary mission is to
“prevent terrorist attacks within the United States; . . . [and]
reduce Lhe vulrnecrakility of the United States to terrorism.”
demelard Security Act of 2002, Pub. L. No. 107-296, § 101{b) (1},
1:¢ Stat. 2135, 214Z (2002).

Corgress directed TSA, as it had previously instructed the
FAA, to prohibit disclosure of sensitive information regarding
transportation security. Specifically, CZongress required the
Under Secretary of Trarsportation Zor Security, now the Assistant
Secretary of Homeland Security for TSA, To “prescribe regulations
prohibiting the disclosure of information obtained or developed
in carrying cut [civil aviation] security . . . if the Under
Secretary decides that disclosing the information would . . . be
detrimenzal to the security of transpeortation.” 49 U.5.C.

§ 114 ({s) (1) (C).

2. The S51 Regulatory Scheme

In accordance with 1ts statutory randate, TSA issued
regulations prohibiting the “disclosurs of infermation developed

5



in the conduct of security or research and development azctivities
under 49 U.S5.C. § 40119 [now codified at 49 U.S.C. § 114({s;] if,
in the opiniorn of the Under Secretary [now the Assisrtant
Secretary], the disclosure of such information would . . . [ble
detrimental Lo the safety of versors traveling in
transportation.” 49 C.7.R. § 1520.3(b) (3) {2003) . *
2. Regulations Pertaining to SSI

The TSA regulations pertaining to the disclosure of
Sensitive Security Information provide that SSI constitutes
security-related material, which, although not classified, cannot
be distributed tc the public. See 49 C.F.R. § 1520.3(a). This
material includes, among other things, (1) selection criteria
used in any security screening process, including for persons,
baggage, or cargo; (2) informaticn zhat may reveal a systemic
vilnerability of the aviation system, or & vulnerability of
aviation facilities, to attack; and (3} specific details of
aviation security measures. Id. § 1520.7(c), {R), (j).

In addition, S$SI includes “{a)ny other irformation, the
disclosure of which TSA has prohibited under the criteria of 49
U.5.C. § 40119 [now codified at 43 U.S.C. § 114(s)].” 49 C.F.R.

§ 1520.7(k). Thus, informacion that is not specifically

' TSA amended its S$SI requlations in May 2004. See 69
Fed. Reg. 28066 (May 18, 2004). Because the prior regulations
were in effect when TSA issued the Final Orders, all references
in tris brief to the regulations are te the prior regulations,
unless otherwise noted.



identified in the regulations may nevertheless e considered SSI
i1E, in TBA’s opinion, its disclosure would be detrimental to
transportalion safety or security. 49 C.F.R. §§ 1520.3(b){3),
1520,7(k}.

Acceordingly, and of particular sigrificanze Lo this case,
the statutcry and regulatory scheme provides TSA with the
authority te determine whether varticular material is SS8I anrd, if
sc, whether and to what extent it can be disclosed. See 49
U.5.C. § 114(s; (1) (C); 49 C.F.R. § 1520.3(b)(3;. Pursuant to
this authority, TSA restricls disclosure of $SI to persons “with
a reea tc know.” 49 C.F.R. § 1520.5(a). T8A has determined that
-ndividuals with a “need to know” irclude airline personnel who
must carvy cut goverrnment-approved security furctions. Jd.

§ 1320.5(b} (1}. The regulations alsc allow attorneys who
represent air carriers and other reqgulated enti:zies to obtain
access tou 551, when the information is needed for judicial or
acdministrative proceedings regarding security-related
requirements. Id. § 1%20.5(b} (5.

Individuals and entities with access to S5I are not
permicted to disclose the information o persons without an
identified “need to know,” absent authorization from TSA. 49
C.F.R. & 15%20.5(a). Thus, a regulated individual or entity rust
refer requests for access to S3I to TSA. Id. Violation of these
non-disclosure requirements “is grounds for a civil penalty and

other enforcement cr corrective action.” Id, & 1%20.5(qd).
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b. Declaration of Former Deputy Administrator McHale

Sleplien ¢. McHale, former Deputy Administrator of TSh (Ja
33-37), submitted a declaration in the Ncorthern District of
California litigation explaining why TSA carefully safegquards
£SI. McHeale stated that “[t he increzsed level of terrorism :n
<re United States in recent years has underscored the need for
heighrened security measures at airports.” (JA 35). As part of
the effort to enhance clivil aviation security, TSA nas determined
that It wust limit the dissemination of SSI, wrich, if disclosed,
can reveal “systemic vulnerabilit[ies]” in tTransportation systems
or faci_izies that "make it more likely for terrorists to succeed
ir their attackxs[.]” (Id.} ‘“hus, if S8I is “compromised, ” it
can be “more difficult” for the Government to prevent terrorist
attacks. (Id.)

In light of these concerns, TSA “has determined that it is
in the best interests of the traveling public at this time to
restrict, to the greatest extent possible, the dissemination of
any SS5I that could be used to thwart security countermeasures by
those intent upon committing criminal acts against civil
transportation.” ({(JA 3&). For this reason, TSA generally
restricts access to SSI to persons with an “operational need to
xnow, as set forth in TSA regulations.” {JA 35).

In accordance with its stricl policy against disclosure, TSA
has dectermined that it should not release SSI to civil litigants
or their coursel. As McHale observed, orior to the September 11

8



attacks, the FAR had occasiorally “made limited accommodaticns”
for civil litigants, permitting “air carrier counsel o provide
58I to opposing counsel . . . pursuant to strictly controlled
protective orders.” (JA 36).

However, in Lhe aftermath of September 12, TSA decided that
it should “re-evaluat|e] its entire transportation security
policy, including its poliicy regarding SSI.” (Id.} The agsancy
-earned from intelligence revorts that &l-Qaeda operatives appear
to have used “media sources and olher publicly available
research” o “obtain|] access tc information concerning security
vulngrabllities at American airperts.” (Id.) TSA does not
purpert to know “what part such information may have plaved in
the decision to use U.S. civil airliners in the Septembcr ilth
attacks.” ({Id.) Neverthclecss, the agency “cannot discecunt the
rossibility at this time that SSI provided to those outside the
operational need-tc-know categcry could be exploited to further
terrorist cbjectives ard put the traveling public at greater
rigk.” (Id.}

TSA has thus decided that the “present and continuing threat
cf terrorist attacks agalnst aviaticn interests requires that the
number of persons having access to S5I be significantly
decreased, rather than increased.” (JA 37) . Thus, since
September 11, ZC01, TSA has nct granted access to SSI to any
“civil lizigant who does not otherwise have an operational need
to know . . . this sensitive inforrmaticn.” {Id. {(“[N]on-

9



disclosure of $5I must be the presumptior in civil
litigation.”}).

B. TSA’ g Issuance of the Final Orders in Connection with
Chowdhury v. Northwest Airlineg

1. Chowdhury’'s Lawsuit

In Juse 2002, Chowdhury filed suit against Nerthwest
Alrlines, Inc. and Northwest Alirlines Corporatior {collectively,
“"Northwest”) in the Unired States Districz Court for the Northern
District of California, alleging unlawful d!scrimination under 42
U.5.C. § 1382 and Title VI of the Civil Rights Act of 1964, 42
U.S.C. § 2000d, as well as various state law claims. {JA 731,
817-31). Chowdhury a_.eged that he was uniawfully prohibiced
from bcarding a Northwest AZirlines flight from San Francisco to
Detroit on October 23, 2001, based on a “phonetic similarity”
betweer. his name and a name cn a list of suspected terrorists,
despicte allegedly having been cleared to fly by the Federal
Bureau of{ Investigation (“FBI”)} and local law enforcement. (JA
818, 220-23y. Chowdhury alleged that he was sussequently given a
ticket for & US Airways Zlight that left fifteen minutes after
the Northwest flight, arc he boarded the US Airways flight and
returned home without further incident. (JA 823).

Chowdhury further alleged that Northwes= placed a “security
block” ¢n his name for approximately one month, whica assertedly
Caused his name to be included in a database thar included krown

terrorists. (JA B18-19, 824). Acceording to his amended

10



complaint, a US Airways representative was able to remove the
security blecx from Chowdhury’s name after recelving
authorization from the FBI. (Jn 824).

2. Tha TSA Final Orders

During the course of discovery in the suit against
Nerthwest, Chowdhury scught aceess to information re_ated tu the
airline’s security practices and orecedures, principally
information concerning name lists or “watch lists.” Northwest
asserted that much of the requested material was S8, as defined
by statute and regulacion, which the airline therefore could not
legally disclose absent autherization from TSA. As required by
ISA’'s regulatiorns, 49 C.F.R. § 152C.5(z2), Northwest forwarded
those documents to TSA for review before producing them to
Chowdhury. (JA 20Y-11, 168-66, 221-22, 3€0-63, 613-14).

TSA conducted a careful, line-by-line review of the
submitted materials, redacting only tae information that
censtituted SST, and authorized Nor:-hwest to release all
remaining information to Chowdhury. (JA 170-711, 224-25, 6€15-16).
At the request of Chowdhury’s counsel (JA 236-39), TSA also
conducted a second review of certain pages, zand released limited
additional informatior, where security concerns permitted. (JA
241-50),

In a series ¢f three Final Orders, TSA confirmed that the
redacted documents, or cortions of documents, constituted 531
within the meaning of T3A’s regulations, and explained the basis

11



for the agency’s withholdings. (JA 41-108, 231-359, 401-612).
The redacted material included, amcng other things, information
regarding counter-terrorism gecurity measures, specific threat
informatior, and information ccncerning systemic vulnerabilities
of the aviaticn system. ({JA £{2-44, 252-55, 402-08).

Chowchury then filed timely petitions for review of the
Final Orgers in this Court, pursuant to 49 U.S.C. § 2611C. (JA
7, 14, 21;.

3. Chowdhury’s Motions to Coampel Production of SSI
and for a Protective Order

Chowdhury also filed two motions in the Northern California
distriat court seeking tc compel disclosure of the docurents, or
portions of documents, redacted by TSA, and urging that the
materials be given tc his counsel under a protective order. {JA
833-51, 892-530). ©Pursuant to 28 U.S.C. § 517, the Government
filed three statements of interest in that court opposing
Chowdhury’s request for access to S$8I. [(JA 852-65, 866-75, 1107~
25). We asserted primarily that the district court lacked
Jurisdiction to review the TSA Final Orders or to order the
disclosure of SSI, even pursuant te a protective order. (JA 859-
64, 870-71, 1111). 1In the event the district court reached the
rerits of Chowdhury’s discovery requests, we pcinted out that 49
U.5.C. & 114(s) (1) {C) expressly directs TSA tc “prohibit[] the
disclosure of [information relating to civil aviation security]

if the Under Secretary [now the Assistant Secretary] decides that

12



disclosing the irnfeormation would . . . be detrimenzal tc the
securivy pf transportation.” We argued that Lhis clear
Cengressional mancate creates a lawful statutory privilege
barring disclosure of S8I in litigation. (JA 1112-17). Tn
addition, at the district court’s raquest, we filed under seal

for ex parte, ln _carera review the unredacred materials

containing S$81, (JA 764~-69, 777-87, BE6-75).+

4. The District Court’s Denial of Chowdhury’s Motion
for a Protective Order

Or Apri: 2, 2004, the district court issued a memorandum and
order dernying Chowdhury’s motion for a protective order, (JA
1161-73). The court concluded that Section 114 {s) clearly
previded TSA with the authority to prohibit disclosure of SST in
civil litigation. ({JA 1164-70). The district ccurt also
considered and rejected the constitutional due process arguments
made by Chowdhury against TSA’s determinations. (JA 1171-73).
The district court further noted that, based on its in camera
review of the documerts withheld in whole or in part by TSA,
“notaing in thouse documents supports plaintiff’'s cilaim” againsl

Northwest . {JA 1173).

-

The Governmert submitted these materials for X parte,
in camera review solely for the disirict court’s use in making
relevancy determinations and substantive rulings on the merits of
Chowdhury’s claims, if appropriate, and without prejudice to our
position that the district court was without jurisdiction to
examine the merits of TSA's SSI determinations or to order
disclosure of SSI to any party. (JA 867).

13



The district court nevertheless certified its order for
intarlocutory appeal to the Ninth Circuit Court of Appeals
prrsuant to 28 U.S5.C. § 1292{b). (JA 1174-77). Chowdhury filed
both a vetition for permission to appeal pursuant to Sectior
1292i(b} and a nctice of avbzal pursuant to 28 U.S.C. § 1291, {J&
81C-16). After moving Lo intervene in the Ninth Circuic
proceedings, we have moved to dismiss Chowdhury’s direct zppeal,
and have also opposed Chowdhury’s Section 2292(b; petition on the
ground that this Court has exclusive jurisdicticn under 49 U.Ss.C.
§ 46110 to review T8A’s Final Orders prohibiting disclosure oz
S8 to Chowdhury or his counsel in the distriet court litigation.
(A 811, 8le).

Summary of Argument

As we show ir our Argument, Chowdhury’s petitions for review
should be denied,

First, Chowdhury’s contention that Corngress did not
authorize TSA to control the disclosure of SST sought for use in
private civil litigation is without merit. The plain language of
Section 114(s) (1) (C} not only grants TSA the authority to
proaibit disclosure where, as in the civil litigation context,
T3A determines that disclosure of SSI wouid be detrimertal, it
mandates that TS5A prohibit such disclosure. Even Lf there were
Sfome amblguity in the statutory language, the agency’s

determinations on this point plainiy are based on a permissible

14



coastruction of Section 114{s) (1) (C), and are therefore entitled
£o substantial deference fror chis Court.

Second, to the exten: Chowdhury claims that TSA was wreong o
conclude that disclosure of S8 irn civil lizigation would ne
detrimental to the security of transportation, that determination
has been expressly committed by Congress to TSA's expert
discretiornary judgment, and therefore is not reviewable Ly tris
Court. Xn any event, TSA's expert determination as to the effect
of disclosure cn Lransportation security 1s amply supported by
“he record and is entitled to the utrost deference.

Third, Chowdhury’'s due process crallenge zalso fails.
Chowdhury has nc property interest in cktaining sensitive
aviatior security infcrmalion For nis use in private civil
litigation, as such information is protected by a statutory
privilege. Nor has Chowdhury demonstrated that his lack of
access to SSI has materially impaired his abiliity to prosecute
his cause of actior against Northwest. Even if this case did
implicate a constitutionally prozected property interest, in
light of the compelling nazional security interests at stake,
Chowdhury’s comparatively weak interest in cbtaining sensitive
aviation security information in his private civii litigation,
and the minimal value of additicnal procedures, Chowdhury has

received all of the process that was due.



ARGUMENT
POINT I

THIS CQURT SHOULD UPHOLD TSA’S PROHIBITION ON THE
DISCLOSURE OF SSI TO CIVIL LITIGANTS AND THEIR ATTORNEXYS

A, The Regulatory Prohibition on Disclosure of SSI in Civil
Litigation Is Mandated By Section 114 (s) (1) {C)

Section 114(s} (1} (C) plainly authorizes TSA to prohibit
disclosure of SSI in civil litigation. Congress arafted the
statute in broad terms and required the agency to prohibit the
disciosure of security-related information whenever the agency
determines that such disclosure weuld be “detrimental to the
security of transpertation”:

Notwithstanding [Lhe Freedom of Information Aclt], the

Jnder Secretary shall prescribe regulaticns prohibiting

the disciosure of information obtained or developed in

carrying out security . . . if the Under Secretary

decjges that disclosing the information would . . . be
detrimertal to the securitv of transpor-ation.

4% U.5.C. § 114(s) (1) {C} (cmpkases added). The statute thus -ot
only authorizes but requires TSA to withhold SSI freom all
persons, which would include c¢ivil litigants and tneir counsel,
when the agency determines that disclosing the information would
be “detrimental” tc transportation security,.

Chowdhury’s effcrts to narrow the expansive reach of the
statute are unavailing.

1. Chowdhury contends that, absent a specific textuzl

reference to civil discovery, Section 114 (s) {1) {C) should not be

construed to bar disclosure to him. See Br. 25-30. This



argurent 1s foreclesed by the reasoning of the Supreme Ccurt’s

decision i Baldrige v. Shap're, 455 U.5. 345 (1982).

There, the Supreme Court zddressed whether —he Census Act
craated a statulory privilege as to zll “raw data reported by or
on behalf of incividuals.” 455 U.S. at 362. Like Section
114(s) {1) (C), at issue here, the relevant statutory provision in
Baldrige did not specifically reference civil discovery. The
Supreme Ccurt nevertheless held that the statute “embod{ied]
explicit congressional intent to preclude gll disclosure” of raw
cersus data, includirc “[d]isclosure by way of civil discovery.”
Id. at 361 (emphasis in original).

Chowdhury's attempt to distinguish Baidrige or the ground
that the Census Act “allow[s] the Ccnsus Bureau no discretion
cver whether or nct to disclose,” Br. at 26, is unconvincing. In
concluding that the Census Act created a valid evidentiary
privilege, the Supreme Court never suggested that its decision
depended on Lhe degree of discretion provided to the agency. See
Raldrige, 4155 U.S. at 360-62.

2, Chowdhury alsc ncorrectly asserts, Br. at 24-27, that
Congress’” use of the phrase “[n]otwithstanding the Freedom of
Information Act),” indicates that Section 114(s)i{l) (C} prohibits
only the public disclesure of SSI in response tc a Freedom of

Infocrmation Act (“FQTA”) request. The D.C. Circuit correctly

rejected a virtually ldentical argument in Public Citizen, Inc.
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v. Federal Aviation Adm'nistrarzicn, 988 F.2d 186 (D.C. Cir. 1993).

In that case, the D.C. Circuit observed that, when Congress
was considé:ing the statutory vredecessor to Section
124¢s) (1) (C}), severcl courts had narrowly interpreted FRA’s
authority to withhold informatiorn under FOIZ Exemption 3, see 5
U.S.C. § 532{b)i3) (staring that FOIA does not apply Lo “matters
that are . . . specifically exempted from d:isclosure by

stetute”). BSee Public Citizen, 988 =.2d a2t 195, The D.C.

Circuit concluded that Congress “added the ‘notwithstanding’
C.ause to overrule Lhose lower court cases,” and thus plainly
intended to “breoaden,” nol c¢ircumscribe, “the FAA’'s power to
withhold sensitive information.” 1d. at 195 (emphasis in
original;},

Chowdhury cannot reconcile his reading of Section
1144{s) {2) (L) with Public Citizen by arguing that the D.C.
Circuit’s “reasoning and conclusicn [welre bzsed on the
understanding that the stalute relates only to public
disclosure.” Br. at 25 n.1l. The D.C. Circuit expressly
reaffirmed the FAA’'s ability to withheld security-sensitive
information “regardiess of the legal basis of the request for the
information.” Public Citizen, 988 I.Zd at 195-96.

3. Chowdhury’s Iurther essertion that SSI does not
constitute "state secrets,” Br. at 28-30, is puzzling and
inapposize. As Baldrige makes clear, the Government need not
asserl the state secrets privilege or any other common-law
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privilege in order to bar disclosure of information in civil
litigatior whcre, as here, Cengress has itself created a
statutory privilege. Moreover, we note that, contrary to
Chowdnury’s assertion, Br. at 28-29, upon a proper assertion of
either the state secrets privilege or a statutory privilege, a
private party’s litigstion need fer the information is stmply
irre_evant. See Baldrice, 455 U.S., at 362 (™A finding of
‘privilege’ . . . shields the requested informaticn from
disclosure despite the need demonstrated by the litigant.”};

United States v, Reynolds, 345 U.S. 1, 1 (1953) {"[E]ven the

mcst compelling necessity cennot overcome the claim of privilege
if the court is ulrimately satisfied that [state] secrets are at
stake.”},

4. Chowdhury’s reiiance on the so-called “[l]egislative
[hiistory of Section 114({s),” 3r. at 30-31, is misplaced. The
statements cited by Chowdnury are not legislative history, but
rather are statements by FAA and TSA. See Br. at 30 (citing 67
Fed. Reg. 8340 ({(Feb. 22, 2002) and 62 red. Reg. 13736 (Mar. 21,
1997)). In any event, the cited agency statements do not suggest
that either TSA or FAA has interpreted the term “disclosure” in
Section 114(s) (1) (C) (or its predecessors) toc exclude disclosure
in civil litigation.

5. Chowdhury also suggests that, if Sectien 114(s) (1) (C)
permits TSA to prohibit disclosure of S5SI in civil litigation,

the statute runs zfcul of the constitutional nori-delegation
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doctrine. Z2gg Br. at 31-32. Given Supreme Court precedent, this
argument is far off target. The Supreme Court has recently
urderscored the imited scope of Lhat doctrine. See Whitman v.

American Trucking Assocs., Inc., 531 U.S. 457, 472, 473 (2001)

{although “Congress must lay down by legislative act an
intelligib.e principle to which the person or body authorized to
act must cenform,” “[i]ln the nistory of the Court, [the Cour:z
has} found the requisize ‘intelligible principle’ lacking in only
twc statutes” (citaticn and quotation marks omitted)}. Chowdhury
aprears to concede that Section 114(s) (1) {C) provides TSA with an
“intelligible princivle” for the protection of S3I outside the
context of civil Zitigatiorn. Sege Br. 31-32. Ee then fails to
explain how the same statutory language could not provide the
agency with sulficient guidance for determining when SSI must oe
protected from disclosure in c¢ivil discovery.

In sum, Congress has by statute empowered TSR to deterrine
when disclosure of specific material will be detrimental to
transportation security, and has made clear thet, when TSA makes
such a determination, that material should no:t be disclosed.
Chowdhury’s request that this Court override that explicit
Congressional decision thould be firmly rejected.

B, T8A’s Prohibition on Disclosure of $SI in Civil Litigation
Is Based on a Permissible Construction of Section
114(s) (1) (C) and Is Entitled to Substantial Deferance
Even if the Court finds that Section 114(s)!1)iC} is silent

or ampiguous with respect tc whether disclosure of 38I tc¢ civil
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litigants and thelr altlorneys mey be prohibited, TSA’s overall
rolicy against disclosure of S8I irn such circumstances should
nonetheless be upheld because it is based on a manifestly

permissikble construclion of Lhe statute. Sez United States v.

Mead Corp., 533 U.S. 218, 227-28 (2001) (“censiderable weight
snhouid be accorded Lo an executive department’s consblruction of a
statutery scheme iv is entrusted to administer” (quoting Chevropn

U.S.A. Inc., v. Natural Res. Def. Cgurcil, Inc., 4Z€7 U.5. 837, 84¢

{1984))): Schneider v, Feinberg, 345 F.3d 135, 142 (2d Cir. 2003

{per curiam) (if —he agency’'s interpretation is reasonablc, “the
court must defer to the agency’s construction of the statute”).
Given the broad and mandatory language of Section 114(s; (2) (C),
directing TSA to withhold security-related informatjon whenever
TSA decides that “disclosing the information would . . . be
detrimental tc the security of transportation,” the agency’s
determination that Section 114 (s} (1} (C) applies to civil
litigatior is eminently reasonable.

The rationallty of TSA’s interpretation of Section
114 (s) (1) (C) is established by the explanaticn given to the
Northern California cdistrict court by former Deputy Administrator
McHale. As explained supra at 8-10, TSA has determined that it
is in the best interests of the traveling public at this time to
restrict, Lo the grealest extent possible, the disserinatior of
any S51 that could be used to thwart security countermeasures by

those intent upon committing criminal acts against civil
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Lransportation. ({JA 36). As the exper: agency desigrated by
Congress to make difficult judgments to protect the traveling
public, TSA reached this rcasored determinatior in significant
part because intelligcnce repor:ts indicate thar al-Gaeda
oneratives have -- through media socurces and other publicly
availeble research -- obtained access tc ‘nformaticn concerning
sccurity vulnerakilitics at American airports. fId.) TSA cannot
@iscourt the possibility that SSI provided to those outside the
regulatory need-to-know category could he explcited to further
terrorist cbjectives and put the traveling public at greater
risk. (Id.) Thus, ir TSA’s expert judgment, the present and
contiruing threat of terrorist attacks against aviation interests
requires that the agency substantially restrict the number of
cersons with access to 587. (JA 37,

Under these circumstances, TSA’s positior that Secticn
114{s} (1} (C}) governs all disclosures of SSI, including
disclosures scught for civil litigation purposes, is & manifestly
reasonable interpretation of the statute, which should be

accepted by this Couzt.



POINT 11
THIS COURT SHOULD UPHOLD TSA’S DISCRETIONARY DETERMINATICN
THAT DISCLOSURE OF $SI TO CHOWDHURY FOR USE BY HIM IN HIS CIVIL
LITIGATION WOULD BE DETRIMENTAL TO THE SECURITY OF TRANSPORTATION

A, TSA’s Determination That Disclosure of £SI to Chowdhury in
Civil Litigation Would Be Detrimental to Trangsportation
Security Is Committed to Agency Discretion By Law

TSA determined that disclosurc ¢f the SST at issue here,
E¥en pursuant to an attorney’s-eyes-only protscrive crder, wouid
e “detrimental” Lo transporlatzicn security. {JA 33-37, 41-108,
251-359, 401-612). Chowdhury contests TSA’s decision, based on
his own view that “no evidence in *he record” supports the
conclusion that disclosure pursuant to a protective order “would
cause any detriment to transportaticn safety.” Br. 39.

However, this argument is foreclosed because this Court
cannot exercise jurisdiction ever this aspect of Chowdhury’s
challenge. TSA’s determination that disclosure of the SST sought
by Chowdhury would be “detrimertal” to aviation Sechrity is
vlainly committed to TSA's discretion by law., See 5 U.Ss.C.

§ 701(al (2} (judicial review precluded where agency action
committed to agency discretion by law}). An action is committed
to agency discretion “if the governing statute or regulations
‘lare] drawn so that a court would have no meanirgtul standard
against which to judge the agency's excrcise of discretion. ”

Schneider, 345 F,3d at 148 (quoting Heckler v. Chaney, 47C U.s.
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821, 830 (1985)) (alteration in original); Lupnney v. United

Scvates, 319 F.3d 550, 558 (2d Cir. 2003) . *

Here, Section 114(s){(1)(C) does not limit T8A’s discretion
in determining whether a particular disclosure would be
detrimental to the security of transportation. To the contrary,
Section 114({s) (1) () expressly empowers TSA to “decidel[}” whelher
disclosure would ke detrimental. The agency'’s implementing
regulactions likewise provide Lhat TSA “"orchibits disclosure cf
information . . . if, in the opinion of the Under Secretary (row
tne Assistant Secretary], the disclosure of such irformatiocn
would ., . . [ble detrimental to —he safety of persons traveling
in transportation.” 49 C.F.R. § 1520.3(b) (3). This standard
“"fairly exudes deference” and “foreclose(s] the application of

ary meaningful judicial standard of review.” Webater v. Doe, 486

U.S. 5352, 600 (198B8) (<inding termination decision commit+*ed to
agency discretion by law where statute “allow[ed] termination
whenever the Director ‘shall deer. such termination necessary or
advisable in the interests of the United States,” . ., . not
simply when the dismissal is necessary or advisable to thnose

interests” (emphases in original)).

*

“The APA’s ‘arbitrary and capricious’ standard deoes not
by itself provide s ‘meaningful standard’ of review.” Schneider,
345 F.3d at 148. Nor does Section 46110 provide a “judicially-
manageable standard” by which to review TSA's action. See
Steenkoldt v. FAA, 314 F.3d 633, 639 (D.C. Cir. 2002) (citation
and quotation marks omitted),
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Because in the underlying statute Congress expiicitly
entrusted the decis.ion about when a disclosure of SSI weuld be
detrimental to transpertation security to the discretion of TSA,
“there is ne law [for the Court] to apply” in this instarnce.

Schnejger, 345 7.3d at 149; cf. Department of the Navy v. Edgan,

484 U.s, 318, 527, 528, 5239 (1988} (“[o]redictive judgment”
regarding whether grant of security clearance is “clearly
consistent with the interests of the naticrnal securi=zy” is “a
sensitive and inherently discretionary judgment call” that is
“committed by law to the appropriate agency of the Executive

Branch”); People’s Mgjahedin Org. of Zran v. Urited States Dep’:T

of Stave, 182 F.3d 17, 23 (D.C. Cir. 1999) !finding non-

justiciable agency cetermination regarding whether organization‘s

terrorist activity thrcatenrned national security), cert. denied,

529 U.5. 1104 (2000). TSA’s determination on this limited point

therefore is committed to agency discretion by law and is not

reviewable.

B. Iﬁ Any Event, TSA Properly Exercised Its Discretion In
Determining That Disclosure of SSI to Chowdhury in Civil
Litigation Would Be Detrimental to Transportation Security
Even if this Court nonetheless decides to review TSA’s

discretionary determination that disclosure of SSI in this

instance would be detrimental to transportation security, that

determination should be uphcld. See Public Citizen, 988 F.2d at

126 {(“to the extent we review the FAA Adminisztrator's
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determinations under [:the predecessor to 49 U.S.C.

§ 114(s) {1} (C)] at all, we do so . . . with the u-most deferencs
in view of administrative expertise” (citation and quotation
rrarks omltted}).

As described sypra at 2Z.-22, the McHale Declaraticn filed in
the Northern District of California fully explaired TSA's
rationale for concluding that the disclosure sough: by Crowdhury
would be detrimental tc transportation security. (JA 33-37).
This determination by the agency charged with responsibility for
~he security of the nation’s civil aviation system, see 49 U.S.C.
§ 114 (d), was well within TS5A’s bread discretion and should be

accorded the "utlmost deference” from this Court. Public Citizen,

988 F.2d at 196; see also Air Line 2i.ots Ass’n, Int’l v.

Quesada, 276 F.2d 892, 898 (2d Cir. 1960) (“It is not the
business of courts tc substitute their untutored judgment for the
expert krowledge of those who are given authority to implement
the general directives of Cocngress. The [FRA] Administrator is
an experl ir his field; this is the reason he was given the
responsibility for the issuance of air safery regulations.”),
Chowdhury does not and cannct dispute that there is a
present and continuing threat of terrcrist attacks against civil
avialion interests, nor that SSI provided to those outside the
regulatory need-to-know category coulild be expicited to further
terrorist objectives and put the traveling public at greazer

risk. {JA 36-37). He ncnetheless asks tais Court to overrule
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TSA"s discreticnary determinalions as o whether the discicsures
he seeks would be “detrimentzl” to transportat:zon security., If
thig Ccur: concludes that it can considcr Chowdhury‘s challenges
=0 TSA's discretionary determinations, it should reject them.

1. TSA's Dacision to Disclosa SSI Only to Parsons With a
Regulatory “Need to Know” Is Eminently Reasonabla

1. Chowdhury first objects to TSA’s decision to permit
counsel representing airlines anc other regulated ertities in
litZgation to have access to 55I, while denying access to counsel
representing civil litigants who dz rot have a regulatory need tco
know $51.* See Br., at 34-35, 39. As the district court
recognized, atrtorneys representing c¢ivil litigants whe have no
responrisibilicy for aviation security are not similarly situated
to attorneys representing air carriers. (RA £7-58).>~

Carrier counsel are agents cf regulated entities, which have
an independent interest in ensuring aviation secur;ty and
demonstrating compliarce with applicable TSA regulations. In
addition, carrier courscl are themselves subject to an express

regulatory duty tc protect 85I. 49 C.¥.R. § 1520.3(b), (4d).

S

Chowdhury’s bald assertion that SSI Is avallable tc
support staff empioyed by defense counsel, Br. at 18 & n.10, is
simply wrong. TSA regulations dc not include supvort staff
within the need-te-know category, 4% C.F.R. & 1520.5¢{b}), and the
agency has nclb authorized Northwest’s atiLorneys’ support staff to
have access te SSI in this case.

" References to “RA __” are to pages cf Respondents’
Appendix. Respondents filed a motion for leave to [ile a
Resporndonts’ Appendix on Septcmber 27, 2004,
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Chowdhury’s allegatior that TSA permics “broad, unprotected
Cisseminaticn” of SS&I sutside of the litigation context, Br. az
36; see also 8r. a: 34, 37, 39, simply ignores the applicable
requlatocry restrictions.

Furthermere, by allowing counscl for regulated ertities
{(whether ir-house or cutside litigation counsel} to have access
to specific SSI as needed to provide advice or representation in
proceedings regarding security-related reguirements, T3A aelps to
ensure that requlated entities have sufficient guidance and
agsistance toc comply w_ th their regulatory obligation o protect
SST.

In Chowdhury’s lawsull, fer example, Northwest’s counsel
played a significant role in protecting SSI, including by lodging
objections tc discovery requests that potentially called for the
disclosure of SSI, identifying responsive documents and
information econtaining SSI, ferwarding documents to TSA for
review, and seeking clarification of TSA’s SSI designations,
where necessary, (JA 109-11, 168-69, 221-22, 246-47, 362-97,
613-14, 962-1013), It is certairly reasonakle, and consistent
with the conceded statutory purpose of protecting S8SI from
“harmful disclosure,” Br. at 33, for TSA to allew regulated
entities to obtain the advice and representation of ecounsel in
this critical process sc¢ that they can comply with TSA security
mandates. This rcle !s clearly different from that envisioned Dy
Chowdhury for his csunsel.
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Contrary to Chowdhury’s assertion, Br. at 39-40, moreover,
TSA has not authorized disclosure of 881 tc plaintiffs or their
counsel in the consclidated tort litigation brought on behalf of

the vienims of the September 11 attacks. See In re September 11

Iitigation, 21 MC 37 (AKH) {S.D.N.Y.). In fact, TS5A recently
submitted 2 report to the district court in Lhat case, which
conlirmed that “[a]t the present time, TSA is rot making any
exceptions to its policy of noa-disclosure of 551.7 (RA 91).
TSA advised the court that the agency had “carefully considered
less restrictive alternatives to its strict non-disclosure
policy,” put that “[i]t is TSA’s exper: judgment, . . . based on
all the threat factors that are currently affecting
transportation security, and civil aviation in perticular, that
ever. limited, conditional disclosure of S8I would be detrimental

to transportation security.” (RA 95).%*

) As [ormer Deputy Admiristrator McHale explained in his
declaration submitted with TSA's February 2004 report,

the threat to U.S. civil aviation remains significant,
and . . . current intelligence received by the
Department of Homeland Security and the TSA indicates
thzt al-Qaeda and other terrorist operatives . . .
continue to develop plans for catastrophic attacks
ggailnst targets in the United States and U.S. interests
overseas involving commercial aircraft . ., . . Within
the past year, the United States has been at high alert
for terrorist attacks (Code Orange) three separate
times for a total of several weeks. The elevation to a
Code Crange aler: was based, in part, on a high number
of threats to civil aviation. The balance of the year
has seen the ccuntry at an elevated threat advisory
level (Code Yellow), which is indicative of a
significan: risk of terrorist attacks.

(RA 103-04;.
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2. Similarly meritless is Chcwdhury’s argument that TS5A
must authorize disclosure of S3I tc attorneys representing civil
litigents because the agency has granted conditional disclosure
of SSI to attorneys representing alleged Sectember 1l co-
conspirator Zacarias Moussacui, or because its regulations permit
{tut do not reguire) TSA to grant disclesure of 881 to subjects
of administrative enforcement actions where necessary to allow

them tc respond tc zhe allegations made against them. Br. at 25,

(9]

40~41. As he appears to acknowledge, see Br. at 25, 40, criminal
defendants anc sukjects of administrative enforcement actions are
not similarly situated to Chowdhury. As the Northern California
district court observed, there is z substantiel difference
between TSA’'s authorizing disclosure of SSI in criminal or
administrative enforcement proceedings that the government may
choose to bring, and the disclosure of SSI in an unlimited number
of civil actions to which the government is nct a party and over
which it has no control. (RA 48); see alag Br. at 1% (conceding

that $SI issues are likely to arise in “countless other cases”).

2. Chowdhury’s Challenges to TSA’s Specific
Withholdings Are Without Basis

Chowdhury makes several claims that disclosure of the
particular SSI at issue in his lawsuit, pursuant to an
attorney’s-eyes-only protecctive order, presents no risk to
transportation security. See Br. at 37-44, Each of Chowdhury's

arguments fails.
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1. Chowdhury wrongly argues tha: there is no security
justificaticn for withnolding names sn watch lists zhat have been
publicly released or have been remcved. Rr. at 42. As explained
by Brian R. Reed, the former Director of TSA’s Aviation
Operations Litigation Support and Special Actions Staff, “ t]he
elffactiveness of a watch list &s a security countermeasure
depends in large part on Lhe governmenz’s ability to mainlLair the
secrecy of the rames on the list.” (JA 38). Even if & name has
been public.y released or removed from a watch Iist, disclosure
of that information would still be detrimental because it would
alert potential terrorists tc¢ names that might pe used ¢ cvade
security countermeasures. (ld. (“"To corfirm or deny Lhat a
particular individual is on 2 T3A or other governmert watch list
would nul_ify the list’s effectiveness as a current security
countermeasure.”) }.

Chowdhury’s reliance on the district court’s decision in

Gordon v, FBZ, No. C 03-0177% CRB, 2004 W!. 1368858 (N.D, Cal.

June 15, 2004), see Br. at 42-43, is misplaced. Gorgpn did no:
implicate watch lists, Security Directives, or Emergency
Amendments; the plaintiffs in that case had withdrawn their FOTA
reguests for thess critical security documents edrlier in the

litigation. See Gordon w. FBI, No. C 032-01179 (dkt. no. 55)}. 1In

any =vent, the concern expressed by the Gordon court that the
affidavits submitted by the Government in that case were

insufficiently specific, see 2004 WL 1368858, ai *4, is not
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present here, as TSA provided ample Justification for its $SI
withholdings. ESce infra at 33-34.

2. There i1s likewise nc basis for Chowdhury’s sveculative
claim that the redacted docurents irclude “numercus cld documents
apparenitly no lcnger operative.” Br. at 42. BAs Director Reed
explained, “[tlhe date oI the material is noi dispositive of its
881 status.” {(JA 39). Only if a security counlermeasure i3
determined to be “completely cbsclete” will the 55I designation
rce removed. {Id.): 69 Fed. Rag. at 28072 (describing new
provision in amended regulaticns regarding removal ol SSI
designation, and explaining tha: “[rlcrmaliy, the passage of time
cr the updating of seccurity procedures does not arffect the SSI
status of superceded security procedurss”). TSA has made such &
determiration on oniy one occasion, where the agency determined
that the particular security measure “would never be used again,
and therefore revealied nothing about current security
countermeasdres.”  (JA 39). That plainly is not truae with regard
to the counter-terrorism security measures and related
information redacted by TSA in this case, most of which involve
watch lists, a security rmeasure that continues in use.

3. Chowdhury's assertion that the redacted documents
“appear tc contain information that has been publicized or is
simply common sense,” Br. at 43, in addition tc being
speculative, is unavailing. Chowdhury provides noc support for
Lhis contention. And, if this Court has any doubts abour it, we
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urge the Court to review the cited documents both in their
redacted and unredacted form. (If the Court wishes to review the
full text of the 3S5I at issue, wea would be pleased tc maxs the
necessary arrangemernts for an ex parte, in camera inspection.)

4. Chowdhury further suggests that TSA did not adeguately
corsider all relevant reguletions in deciding nct te disclose the
58I at issve. Spezifically, he contends that TSA should have
made an “individual assessment” as to whether it could authorize
“conditiornal disclosure” of SST in his litigation agzinst
Northwest. See Br., at 238-39, 58-59. This arqgument lacks
foundation. Chowdhury’s demand for consideration of “conditional

isclosure” relies on a regulation that did not go into effect
until May 2004, after the issuance of the Finegl Orders under
raview here. See 49 C.F.R. § 1520.15(e) {(2004) (miscited as 49
C.F.R. § 1520.11(e}); &% Fed. Reg. az 28075 (describing new
provisicn).

3. TSA Has Adequately Explained Its S8I1 Designations

Chowdhury’s ccntention that the Final Orders provide “scanc
details” regarding the basis for TSA's withholdings, Br. at 41,
simply ignores the evidence in the record. For each docurient
reviewed and redacted by TSR, the Final Orders specifically
identify the document and explain the basis for the redaction.
{(Jn 42-44, 2%2-5p, 402-08). For example, with regard to the
deocuments identified in the First Final Order, 7TS8A explained that
thay were recacted pecause they constitute or reveal counter-
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terrorism security measures, specific threat information, and/or
aviation security measures implemented by air_ine personnel. (JA
42-44),

Chowdhury zlsc okjects to TSA’s decision to withhold the
rumbers of Security Directives ard Emergency Amerdments in
particular. See Br. at 43. TSA explained that this information
constitutes SSI because disclosure of the Government’s numbering
scheme woulad “provide insight into how the government collec:ts
and disseminates threat information.” (JA 44); gf. Center for

Nat’l Sec. Sztudies v. DOQJ, 331 F.3d $18, 525-37 {b.C. Cir. 2003}

(discussing “mosalc” theory under which “bits and picces of daza
may aid in piecing togcther bits c¢f other information even when
the individual piece is not of cbvious importance in itself”
(citatior and gquctation marxs omitted)), gert. denied, 124 U.5.
1041 (2004). Indeed, TSA could not precvide Chowdnury with a more
detailed description of the redacted centent of the documents
without revealing the very information that is sensizive.

Viewing the rccord as a whole, TSA’s security rationale for
withholding the redacted information “was adequately explained

and rational.” Pubkblic Citizen, 9278 F.2d at 1§7.
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POINT III
CHOWDHURY FAILS TO SHOW ANY VIOLATION OF DUE PROCESS

A, Chowdhury Cannot Establish That He Was Deprived of Any
Property Interest Protected by the Constitution

Chowdnury’s due process claim is plainly without merit.
While he may have a protected property interest i his cause of
action against Northwest, Br. at 45, he does not have a
cognizable interest in privileged information, including SST.
Chowdhury alleges a legal entitlement to S3I pursuart to the
discovery provisions of the Federa. Rules of Civil Procedure.
Br. at 48. Those rules provide, however, that “[pijarties may
obtain discovery regarding any matter, not privileged, that is
relevant to the claim or defanse of any party.” Fed. R. Civ. P.
26{b) (1} (emphasis added). As -he Supreme Court has instructed,
“[11f a privilege exists, information may be withheld, even :if
rc_evant to the lawsuit and essential to the establishment of
plaintifi’s claim.” Raldrige, 453 U.S. at 360.

As discussed supra at 16-17, by enacting Section
114 (s} {1) (C}, Congress created a statutory privilege for
information the disclcsure of which TSA decides would be
detrimental to :transportation security, including the information
set forth ir the Final Orders. Because Chowdhury has no
constitutionally protected property interest in cbtaining this
privileged Information, TSA had no obligation to afford him due
process in making its SSI determinations.
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In addition, the record does not support Chowdhury’'s
centention that “withholding $SI from [his] counsel has had a
Substantial and severe impact on Chowdhury’s ability to litigate
his claims.” Br. at 5]1. Cnhowdhury's argument that the Final
Craers bar access to “relevant and potentially critical
information,” Br. at 45, is contradicted by the district court’s
repeated statements that, based con its in camers review, the S8I
redacted by TSA is not particularly rslevant or helpfui to
Chowdhury’s case. (JA 1173, RA Z, 4-5, 11, 59-60).+

B. Even if Chowdhury Could Show That He Was Deprived of a
Protected Property Interest, He Received All the Process
That Was Due

“"Due process s flsxibie and calls for such procedural

protecticns as the particular situation demands.” Morrissev v.

Brower, 408 U.S5. 471, 481 (1972). To determine the amount of
process due in a given situation, this Court “must weigh (1) Lhe
private interest affected by the official action:; (2} the risk of

an erroneocus deprivation of that interest through the procedures

Chowdhury’s discussion of the depositicn of Northwest
employee Keolani Stacey, Br. at 50-51 & n.l16, is irrelevant, as
the Final Orders do not include any depcsition testimony. In any
cvent, TSA isg committed to working with the parties to develop a
workable approach to fulure deposicions in Chowdhury’s lawsuit.
To that end, in March 2004, TSA offered to make & security expert
avai_able by telephone to consult with witnesses regarding $SI.
(RA B2). TSA is also prepared tc review long-form responses to
deposition questions potentially implicating 8SI, as it did with
Northwest’s interrcgatory responses. ({JA 409-33, 615-16); ¢f,
Fed, R. Civ. P. 31 {authorizing depositions upon written
guestions}.
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used, arnd the probaple valuc of asdditicnal cor different
procedural safeguards; and (3) the goverament’s interest.”

Neilson v. Colcate-Palmsiive Co., 199 F.3c 042, 651 (2d Cir.

3

293%); see alss Mathews v. £ldridge, 424 U.S. 319, 334-35 (1976},

Chowchury’s asserted interest in obtaining access to the SSI
at issue is rot compeliing. Although he has an interesc ‘n
cbtaining information to litigate his discrimination claims, the
district court has concluded based en its in camera review that
“rothing in thlel documents [redacted by TSA] supports
plaintiff’s claim.” (JA 1173: see alge RA 2, 4-5, 11, 59-50).

In statk contrast, it cannot be seriously disputed thaz the
Government has a paramount public safety interest in protecting
avialion security information. Chowchury seeks -o downplay the
imporzance of safeguarding SSI by arguing that it “does not
trigger the same national security corcerns as state secrets or
National Security Infermation.” Br. at 59; sec alsy Br. at 15-
16, 29-30. This effort is mistaken. The tragic events of
September 11, 2001 made abundantly clear the need to safeguard
information relating to transportation security from unauthorized
disclosure. (JA 3% (need to protect SS8I stems primarily from
extent to which information, if compromised, “would make it more
likely for terrorists re succeed in their attacks and, therefore,
make such attacks mere difficult to prevent”)). Indeed, having

reviewed in camera the SSI at issue in tnis case, the Northern
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California district court recognized Lhat “any reasonable person
would concede” that 881 “involves issues tnat are akini] to
national security issues.” (RA 46). <Congress’ express mandate
that SSI be protected, Logether with TSA’s expert determiration
that disclosure of 8SI in civil litigation pcses an unacceptable
risk to transportation security, plainly demonstrate a compelling
government interest,

The risk of erroreous deprivation here, moreover, is not
susstantial. Chowdhury incorrectly asserts that he received no
notice or opportunity to be heard with regsrd to TSA’s SST
determinatiocns. Br. at 53-54. Chowdhury was on noctice That
Northwest had forwarded documents to TSA for SSI review, see,
€.9., JA 168-69, 360-61, and he had an opportunity to present his
views to the agency, se¢ JA 236-339. TSA considered the lssues
caised by Chowdhury, gee JA 241-42, and at the request of his
counsel conducted a second review of particular decuments, see JA
241-44, 249. This “opportunity for follow-up contact with the
decisionmaker” minimizes the risk of an erroneous deprivation.
see Nediscp, 199 F.3d at 652 (citing cases).

Further, the additional process advocated by Chowdhury, Br.
at 56-59, would not be meaningful. See Neilson, 199 F.3d at 652-
53 (proposed additicnal safeguards not required where further
notice would not have been “of significant probable value in

protecting” litigant’s interest and “no werthwhile purpose would
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have been served oy conducting a formal, evidentiary hearing”).
There would be nro point in offering Chowdhury a forma.
cpportunity te “present a case against withholding,” as
Crhowdhury’s litigation need for the informaticn, and his own

P

assessnent of wnether disclosure wceuld be detrimental <o

sezurity, are simply not relevant. Seg supra at 195, 23-27, 33.
Given the immense goverrmental interest in protecting
Lransportation security, Chowdhury’s comparatively weak inrerest

in obtaining access to S5I in his private litigation, the low
risk of erroneous deprivation, and the minimal value of
addilional procedures, Chcwdhury received all the process he was

due under the circumslances. Neilson, 199 F.3d at &€54.
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CONCLUSION

For the foregcing reasons, the petitlions for review

sheculd be deniead.
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ADDENDUM



49 U.s.C. § 114

{8) Nondisclosure of security activities.

(1) In general.--Notwithstanding sectior 552 of tit e
5, the Under Secretary sha.ll prescribe regulaticns
prohibiting the disclosure of information obtained or
developed in carrying out sccurity under authority of
the Aviation and Transportation Security Act (Public
Law 107-71) or under chapter 449 of zhis title if the
Undex Secrectary decices that disclosing tae
information would-

(A} be an unwarranted invasion of personal privacy;

{B) reveal a trade secret or priviieged or conficential
commercial or finarcial informaticn; or

(C) be detrimental to the security of transpcrtation.

(2) PAvailability of information to
Congress.--Zaragraph (1) does not authorize
irformation to be withheld from a committee of
Congress authorized Tto have the information.

v3) Limitation on transferabllity of duties.,--Except
as otherwise provided by law, the Under Secretary may
not transfer a cuty or pcwer under this subsection to
another department, agency, or instrumenzality of the
United States.



49 U.5.C. § 46110
§ 46210. Judicial review

(a} Filing and venue.--Except for an order re_ated to
a foreign air carrier subject to disapproval by the
President under section 41307 or 4150%(f) of this
title, a person disclosing a substartial interest in an
order issued by the Secretary of Transportation {or the
Jnder Secretary of Transportation for Security with
respect Lo security duties and powers designated to be
carried out by the Under Secretary or the Administrator
of the Federal Aviation Administration with respect to
aviatior. duties and powers designated to be carried out
by the Administrator) in whole or ir part under Lhis
vart, part B, or subsection (1) or (s} cf section 114
may apply for review c¢f the crder by filing a petition
for review in the United States Court of Appeals Zor
the District of Columbia Circuit or in the court oI
appeals of the United States for the circuit in which
the person resides or has 1its orincipal place of
pusiness. The petition must be filed not later than 60
days after the order is issued. The court may allow the
petition to be filed after the 60th day only if there
are reascnable grounds for not filing by the 60th day.

{b} Judicial procedures: -~When a petition is filed
under subsection (a) of this section, the clerk of the
court immediately shall send a copy of the petitian to
the Secretary, Under Secretary, or Administrator, as
appropriate. The Secretary, Under Secretary, or
Administrator shall file with the ccurt a record of any
proceeding ir which the order was issued, as provided
in sectior 2112 of title 28.

{¢) AuLhority of court,--When the petition is sent zo
the Secretary, Under Secretary, or Administrator, the
court has exclusive Jurisdiction to &affirm, amend,
modify, or set aside any part of the corder and may
order the Secretary, Under Secretary, or Administrasor
to conduct further proceedings. After reasonable notice
to the Secretary, Under Secretary, or Administrator,
the court may grant interim reiief by staying the order
or taking cther appropriate action when gcod cause for
its action exists. Findings of fact by the Secretary,
Under Secretary, or Administrator, i1f supported by
substantial evidence, are conclusive.

(d) Requirement fer prior objection.--In reviewing an
order under this section, the court may consider an



objecticn to an order of the Secretary, Urder
Secretary, or Administrator only if the objection was
made ir the proceeding conducted by the Secretary,
Urnder Secretary, or Administrator or if there was =
reasonzble ground fer not making the obfection in the
croceeding.

(e) Supreme Court review.--A decision by a ccocurt under
this section may be reviewed cnly by the Supreme Court
under section 1254 of title 28.



SUBCHAPTER B—SECURITY RULES FOR ALL MODES OF
TRANSPORTATION

PART 1520—PROTECTION OF
SENSITIVE SECURITY INFORMATION

Sec.
15201 Applicability and definirions.
15203 Records and Information withheld by
the Department of Transportation.
1520.5 Recardy snd inJurwatian pratscted by
others,
1520.7 Sensitive security information.
AUTHORITY: 48 U.5.C. 114, 5103, 40118, 44801-
L4007,  A4913-44914, 4401A-44818, 4497544830,
44942, 46105,
SOURCE: 67 FR B33l, Feb. 22, 2002, unlmss
whurwise noted.

$1520.1 Applicability and definitions.

(a) This part governs the release, by
the Transportation Security Adininis-
tration and by ather persons, of records
and information that has been nbrained
or developed during securlty activitles
or research and development actlvities.

{b) For purposes of this part:

Record inchudes wny writing, drawing.
map. tapc. film, photograph. or other
means hy which infornation is pre-
served, irrespective of format.

Vuinerablifty assessment means sny
examination of » transportation sys-
tern, vehicle, or faclllty to determine
Its vuinerability to unlawful inter-
ference.

(¢} The authority of che Adminis-
trator under this part may be further
delegated within TSA.

{d) The Administrator's autharity
under this part to withhold or to dis-
close sensitive security information is
also exervised, in vonsultation with the
Administrator, by thc Commandant of
the United States Coast Guard, as to
matters affecting and information held
by the Coasl Guurd, and the Adminis-
trator of each DOT sdministration, as
to matters affecting and tnformation
held by that administration, and any
individual formully designated to act
in their capacity.

$#1520.3 Records snd information with.

held by the Department of Trans-
portation.

(2) Except ws provided in paragraphs

(&) and (d) of rhis section, and notwith-

gtunding the Frecdom of Information
Act (8 L.S.C. 552) or other laws, the
vecards and information described in
§1520.7 and paragraph (b} of this section
are not available for public inspection
or copylng, nor iy infurmalion con-
tained in those records released to the
public.

(b) Section 15207 describes the infor-
mation thet TSA prohibits from disclo-
sure. The Administrator prohibits dis-
closure of infurmution developed in the
comduct of secarity or research end de-
veloproent  activitics under 48 US.C
4011% If, in the opinion of the Adminis-
trator, the disclosure of such informa-
tinn would:

(1) Constitute an unwarranted inva-
sion of privecy (including, but not lim-
ited tu, information contained in any
persunwl, medical, or similar file),

(2} Revcal trade secrets or privileged
or confidential information obtained
from any person; or

(3) Be detrimentul to the safety of
persons traveling in transportation.

(¢} If & record contains infarmation
that t(he Administrator determines
cannnt be disclosed undcr this part, but
also contains information that can be
disclosed, the latter information, on
proper Freedam of Information Act re-
quest, will be provided far public in-
spection and copying. Huwever, if il iy
impractical to redact the requested in-
formation frum Uw document, the on-
tire document will be withheld from
public disclosure.

{d) Aftcr initiation of legal enforce-
ment action, {f the slleged violator or
designated representative so requests.
the Chief Counsel, or designee, may
?rovide copiss of portions of the en-
‘orcement Investigative repott (KIR),
including scmsitive security informa-
tion. This information may be relessed
only to the alleged violatnr ar des-
ignated cepresentative for the sole pur-
pose of providing the {nformation nec-
essary to prepare a response tu Lhe al-
legations contained in the legal en-
furcemont action docurnent. Such in-
farmation is not released under the
Freedom of Information Act. Whenever
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such docurnents are pruvided to un al-
leged viclator or designated represent-
ative, the Chief Counsel or designee ed-
vises the allaged violateor or desigred
representacive that—

(1) The documents are provided for
the sole purpose of providing the infor-
muation necessary to respond to the al-
legations contained in the legal en-
forcement action document; and

(2) Sensitive security information
contained in the documents provided
must be moaintalned in a coofidential
manner to prevent compromising civil

aviation security, as provided in

$1528.5.

416205 Records and information pro-
tec by othors.

(@) Dury i protecr infirmarion. The
following persons must restrict disclo-
sure of and access Lo sensitive security
information described in §1520.7 (a)
through @), (). (k). and (m} throygh
{r}, and, as applicable, §1520.7 {1} to per-
sons with a nced to know and must
refer requests by other persons for such
information te TSA or the applicable
DOT sdministration;

(1) Each person employed by, con-
tracted to, or acting for a person listed
in this paragraph (a?.

(2) Fachk sirport operator under pstt
1542 of this chapter,

{3} Each sircruft operatur under purt
1544 of this chapter.

4) Euch foreign afr cerrler under
part 1546 of this chapter.

(3] Each indirect air carrier under
part 1548 of this chapler.

(6] Lach aircraft nperator under
§1550.5 of this chapter.

{1) Each person receiving information
under §1520.3 (d).

(8} Each person for which a vulner-
ability assessment has been authorized.
approved. or funded by DOT. irrespec-
tive of the mode of transportation.

(b) Need to kwow. For some specific
sensitive security informalion, the Ad.
ministrator may make a finding that
only specific persons or classes of per-
sons have a need to know. Otherwise, a
person has a need to know sensitive sc-
curity information in wach of the ful-
lowing circumstances:

(1) When the person needs the infor.
matian to carry out. DOT-approved, ac-
cepted, or directed security duties,

§1520.7

{¢} When the person s in treining to
carry out DOT-approved, accepted, vr
directed security duties,

(3) When the information is necessary
for the person to supervise or othcrwise
manage the Individuals carrying to
carry out DOT-approved, accepted. or
directed sccuricy duties.

(4) When the person needs the infor-
mation to advise the persons listed in
puragraph (a} of this section regarding
any DOT security-related  require-
ments,

{5} When the person needs the infor-
mation to represcnt the persans listed
in paragraph (a} of this sactian in con-
nection with any judicial or adminis-
trative proceeding regarding those re.
quirements.

{c} Release of sensttive security informa-
tion. When sensitive security informa-
tivn iy released Lo unwuthorized per-
sans, any persen listed in paragraph (u)
of this vection or individual with
knowledge of the release, must inform
DOT.

(d) Violation. Violation of this section
Is grounds for a civil pcnalty and other
enforcement or corrective action by
DaT.

{e} Appiicants. Wherever this part re-
fers to an aircraft operator, airport op-
eratar, foreign air cavrier, or indirect
air carrier, those terns also include ap-
plicunts for such authority.

(B Trainees. An individual who is in
training for a4 position is considered to
be employed by, contracted to. or act-
ing for persans Usted in paragraph (u)
of this seclion, regwrdless of whether
that Individual is currently receiving o
wagc or salary or otherwise is being

paid.
§l5‘.:?‘.)7 Bensitive security informa-

Tl

Except as otherwisc provided In writ-
ing by the Administrator as nacessary
in the interest of safety of persons in
transporistion, the following informa-
tion and records containing such infor-
matton constitute sensitive security
information:

(a) Any approved, acvepled, or stand-
wrd security rem under the rulas
listed in §1520.5(a){1} through (6}, and
any security program that relates to
United States mail to be transported
Ly air (including that of the United
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£1520.7

States Postal Service wnd of the De-
partinent of Defense}), and any com-
ments. instruccions, or implementing
guidance pertaining thereto,

{ty) Security Directives and Informa-
tion  Cirvulars uander  §1542.303  or
§1544.305 of this chapter, and any com-
ments, instructions, or implementing
puidance pertaining thereto.

{c) Any selection criteria used in any
security screening process, including
{ur persuns. bugpage. or cargo under
the rules listed in §1520.5(a){)) through
{B).

(4} Any security contingency plan or
tnformation and any comments, in-
structions. or implementing guidancc
pertaining thereto under the rules list-
cd in §$1520.5(a)(1} through (6).

{e) Technical specifications of any
device used for the detection of any
deadly or dangerous weapon, explosive,
incendiary, or destrucrive substance
under the rules listed in §1520 5(a)(1)
through (6}.

(I} A description of, or technical spec-
Ifications of. objects used Lu test
screening equipment and equipment
parameters uruler the rules listed in
§1520.5(a){1) through (6).

{g) Technical specifications of any se-
curity commnunications equipment and
procedures under the rules listed in
§1520.5{a) (1} through (6).

th) As to release of infurmation by
TSA: Any information thac TSA has
determined may reveal a systemic vul-
ncrability of the aviation system, or 2
vulnerahility of aviation facilities, to
uttuck, This includes, but is not lim-
ited to, detalls of Inspections, inves-
tigations, and alleged violations and
findings of violutions of 14 CFR parts
107, 108, or 109 and 14 CFR 129.25. 129.25,
or 129.27 in cffoct prior to November 14,
20Ul (see 14 CFR party 60 to 139 cevised
an of Janusry 1. 2001); or parts L1540,
1542, 1544, 1546, 1548, or §1550.5 of this
chaprer, and any information chart
cauld lead the disclosure of such de-
Lails, as follows:

(1) As to events that wccurred less
than {2 months before the date of the
release of the irdormation, the fol-
lowing are not released: the name of an
atrport where a violatlon eoccurred, the
regionul ldentificr In the casc number,
a description of the violation. the regu-
lation allegedly violated, and the iden-

49 CFR Ch. X# (10~-1-03 Edition)

tity of the aireraft operator in connec-
tion with specific locations or specific
security procedures. TSA muy releuse
surnmacies of an aircraft operator’s
total security viulations in a specified
time runge without identifying specific
violations. Swummaries may Include
tytal enforcement actions, totsl pro-
posed civil penalty amounts, total as-
sessed civil penalty amounts, number
of cases opcned, number of cases re-
ferred to TSA or FAA counsel for Jegal
enforcernent action. and number of
coses closad.

{2} As tn events that occurred 12
months or more before the date of the
release of information, the specific
gate or other locationn on an airport
where an evenl ovcurred is not 1e-
Iraxed.

{3t The identity of 'I'SA or FAA spe-
cial sgent who conducted the inves-
tigation or inspection,

{1} Security information or data de.
veloped during TSA or FAA evalua-
tions of the aircraft operaturs und air-
ports and the implementation of the
aecurity programs, including aircraft
operator and airport inapections and
screening point tests or methods for
evaluating such tests under the rules
listed in $1520.5(a}(1} through (6).

(i) As to release of information by
TSA: Informomtion cuncerning thrcacs
against transportation.

{j) Specific details of aviation secu-
rity meusures whether applied directly
by the TSA or sntitiex subjéct te the
rules listed in $1520.5(a)(1) chrough (6).
This includes, but is not limited to, in-
formation concerning specific numbers
of Federal Air Marshals, deployients
or missions, and the methods tnvolved
in such operatcions.

{k)} Any other information, the dis-
closure uf which TSA has prohibited
under the criteria of 49 U.5.C, 40119,

(I} Any draft, proposed. or rec-
ommended change to the information
and reconds identified in this section,

(m) The locatiunys at which particular
screening methods or equipment are
used urder the rules listed in
§1520.5(e) (1} (tuough (6} if TSA deter-
mines that the information meets the
criteria of 9 U.S.C. 40118.

{n) Any screener test used under the
rules lisced in §1520.5(a}(1) through (8).
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(M) Scores of Llests wdministered
under the rules listed in §1520.5(a)(1)
through (6).

(p) Performance data frumn screening
systems, and from Lesting of screening
systems under the rules listed in
§1520.5(a)(1) through (6).

§1520.7

{q} Threat images and descriptions of
threat images for threat image projec-
tion systems under Lhe rules listed in
§1520.5{a}(1) chrough {f).

{(r} Infurination in a vulncrability as-
sessment that has bean authorized, ap-
proved, nr funded by DOT, irrespective
of mode of transportation.
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